
 
 

Information Technology Security Policy  

MASSTEC LINK Public Company Limited 

 

Objectives and Scope 

To ensure that the Information Technology (IT) systems of MASSTEC LINK Public Company Limited 
(hereinafter referred to as the “Company”) are secure, capable of continuous operation, and protected against 
potential issues arising from improper use or various threats, the Company has established this policy with the 
following objectives: 

- To establish an Information Technology Security Policy that fosters confidence and security in the use 
of the Company’s information systems and network, ensuring safe and business continuity. 

- To define the scope of IT security management based on the ISO/IEC 27001 international standard, 
including any future amendments. 

- To serve as a standard and procedural guideline for executives, employees, system administrators, 
and third-party contractors to strictly recognize the importance of maintaining security while using the 
Company's systems. 

Policy Components 

Section 1: Definitions Section  

2: Information Technology Security Policies 

• 2.1 Information Security Policy: General principles and governance. 

• 2.2 Roles, Responsibilities, and Approval Authority: Defining who is responsible for what and who has 

the power to authorize system access or changes. 

• 2.3 Human Resource Security: Security measures related to personnel before, during, and after 

employment. 

• 2.4 IT Asset Management: Procedures for identifying, classifying, and managing the Company’s IT 

assets. 

• 2.5 Access Control: Rules for restricting access to information and processing facilities. 

• 2.6 Cryptography: Standards for data encryption to protect the confidentiality and integrity of 

information. 



 
 

• 2.7 Physical and Environmental Security: Preventing unauthorized physical access, damage, or 

interference to the Company's premises and information. 

• 2.8 Operational Security: Ensuring correct and secure operations of information processing facilities. 

• 2.9 Communications Security: Protecting information within networks and supporting IT infrastructure. 

• 2.10 System Acquisition, Development, and Maintenance: Ensuring that security is an integral part of 

information systems across the entire lifecycle. 

• 2.11 Supplier Relationships: Protecting the Company’s assets that are accessible by external providers 

or partners. 

• 2.12 Information Security Incident Management: Procedures for responding to and managing security 

breaches or threats. 

• 2.13 Information Security Aspects of Business Continuity Management: Ensuring information security 

remains consistent during business disruptions. 

• 2.14 Compliance: Ensuring adherence to legal, regulatory, and contractual requirements related to 

information security. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

Definitions 

 
Company / Organization refers to MASSTEC LINK Public Company Limited. 

Executive Committee refers to those with the authority to approve policies, act on behalf of the Company to 

issue orders, and approve control measures or regulations related to this policy, including the power to direct 

actions according to the Company’s management structure. 

Chief Executive Officer (CEO) refers to the person assigned by the Executive Committee to act on behalf of 

the Company in issuing orders and/or announcing the implementation of this policy, with the power to direct 

actions according to the Company’s management structure. 

Chief Operating Officer (COO) refers to the person assigned by the Executive Committee and/or the CEO to 

execute orders, announcements, and control measures and regulations related to this policy, as well as to 

oversee the IT Department in implementing security measures and IT security procedures. 

Information Technology Department (IT Department) refers to the unit responsible for providing IT services, 

consulting, developing, improving, and maintaining computer systems and internal networks within the Company 

under this policy. 

Head of IT Department refers to the person with primary authority over the Company’s information 

technology, responsible for drafting policy standards, regulations, and IT security procedures, and supervising the 

usage of IT systems. 

Security refers to the maintenance of security for the Company’s information technology systems. 

Standard refers to the mandatory norms applied in practice to achieve specific objectives or goals. 

Procedure refers to the step-by-step details that must be followed to achieve the established standards. 

User refers to an Authorized User permitted to access, manage, or maintain the Company’s IT systems, with 

rights and duties based on their assigned Role, defined as follows: 

• Management: High-level executives from the Chief-level upwards, such as the Executive Committee 

and the Chief Operating Officer. 

• Administrator: Divided into: 



 
 

o System & Network Administrator: Personnel assigned by the Head of IT to maintain computer 

and network systems, with access to manage network programs and databases, such as 

Database Administrators (DBA) and Network Administrators. 

o Information System Administrator: Personnel assigned by the Head of IT to maintain 

information systems, with access to manage programs and system data, such as Application 

Developers, Implementers, and System Analysts. 

• Data and Information System Owner: The person authorized by the Company to be responsible for 

specific system data or the information system itself. The Data Owner is accountable for such data and 

is directly affected if the data is lost. 

• Employee: Persons hired by the Company to perform assigned duties, including permanent, temporary, 

and contract employees (both fixed-term and daily/monthly). 

• External Party: Persons from external companies or agencies authorized by MASSTEC LINK Public 

Company Limited to access and use information or systems. They are granted rights based on their 

duties and are responsible for maintaining data confidentiality. 

Data refers to data, messages, instructions, sets of instructions, or anything else in a computer system in a state 

that the computer system may process, including electronic data under the law on electronic transactions. 

Information refers to facts derived from processing and organizing data—which may be in the form of numbers, 

text, or graphics—into a systematic format that is easy for users to understand and can be used for 

management, planning, decision-making, etc. 

Computer System refers to server computers or sets of interconnected computer equipment configured with 

instructions or guidelines to perform automatic data processing. 

Network System refers to the systems used for communication or transmission of data and information 

between the Company’s various information systems, such as MPLS, LAN, Intranet, Internet, IP Phone, and CCTV 

systems. 

• MPLS, LAN, and Intranet: Electronic networks connecting internal computer systems for internal 

communication and data exchange. 

• Internet: Electronic networks connecting the organization's computer systems to the global internet 

network. 



 
 

Information System refers to internal systems that utilize IT, computer systems, and network systems to create 

information for planning, management, service support, development, and communication control. Components 

include computer systems, networks, programs, data, and information. 

Information Technology System (IT System) encompasses information systems, computer systems, network 

systems, programs, data, and information. 

Data Center refers to the secure area used for IT operations, where computer systems, networks, information 

systems, and related equipment are installed to generate information for the Company. 

Portable Device refers to portable computers such as Notebooks, and Mobile Devices such as Tablets, 

smartphones, and other devices with computer-like functions capable of recording data and communicating. 

Removable Media refers to all types of data storage devices that employees can carry, such as External Hard 

Disks, Thumb Drives, Handy Drives, Flash Drives, SD Cards, and CDs. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

Section 1: Information Security Policy 
 

1. Information Security Policy 
1.1. Documentation of the Information Security Policy 

• 1.1.1. The Information Technology Security Policy must be documented in writing and 
must receive formal approval from the Executive Committee. 

• 1.1.2. The Information Technology Security Policy must be disseminated to all Company 
personnel and relevant stakeholders for their acknowledgment and compliance. 

1.2. Review of Information Security Management 
• 1.2.1. The Information Technology Security Policy must be reviewed and assessed at least 

once a year, or whenever significant changes occur within the organization or its 
technological environment. 

 
 

  



 
 

Section 2: Roles, Responsibilities, and Approval Authority 

1. Roles, Responsibilities, and Approval Authority The governance structure for the Information Technology 

Security Policy consists of: 

1. Executive Committee 

2. Chief Executive Officer (CEO) 

3. Chief Operating Officer (COO) 

4. Head of IT Department 

5. IT Staff 

6. Heads of Departments/Divisions (Data and Information System Owners) 

7. Employees (Data and Information System Owners) 

1.1.  Establishment of IT Security Measures 

1.1.1. Roles, Responsibilities, and Approval Authority 

1) Executive Committee 

• Approve the Information Technology Security Policy. 

• Approve the criteria and framework for IT system access rights. 

• Approve management control measures and IT security procedures. 

2) Chief Executive Officer (CEO) 

• Announce and enact control measures and regulations regarding IT system access. 

3) Chief Operating Officer (COO) 

• Oversee the implementation of IT security management measures and procedures. 

• Approve the list of authorized users for IT systems. 

• Grant special access to IT systems in exceptional cases that fall outside established criteria. 

4) Data and Information System Owners 

• Propose the names of personnel who require access to information systems in accordance with 

approved criteria. 

5) Head of IT Department 

• Propose the names of personnel who require access to IT systems in accordance with approved 

criteria. 

• Develop access control measures for IT systems. 

• Establish formal procedures to control access to IT systems. 

• Supervise employees to ensure compliance with IT access procedures. 

6) IT Staff 



 
 

• Verify and execute tasks in accordance with IT access procedures. 

• Manage user accounts and access rights as authorized. 

• Monitor and ensure that individuals requesting access to IT systems strictly comply with Company 

regulations and criteria. 

• Verify and ensure that no unauthorized external parties gain access to the Company’s IT systems. 

7) Employees (Data and Information System Owners) 

• Execute and adhere to the established IT access procedures. 
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1.1. Criteria for Granting Access Rights to Information Systems 
1.1.1. Persons authorized to access Information Systems consist of: 
        1) Users at the executive level and above 
        2) Information Technology Department personnel acting as System Administrators 
        3) Employees who are Data and Information System Owners 
1.1.2. Scope of access and usage of Information Systems consists of: 
        1) For System Administrators: 
            - Monitor the operation of information systems 
            - Install and modify the operation of information systems 



 
 

            - Manage user accounts 
            - Configure information systems to record user data and usage details 
            - Audit access logs and usage details to ensure users do not exceed approved rights, and that there are 
no unauthorized users or usage exceeding specified rights without approval 
            - Strictly supervise the work of external parties in cases where information systems must be used to 
prepare reports, forms, or other approved cases 
        2) For external parties accessing information systems: 
            - Inspect, install, and modify the operation of information systems within the approved scope 
            - Prepare reports, forms, or other approved cases 
        3) For employees who are Data and Information System Owners: 
            - The scope of access to information systems for these employees shall refer to the Authorized User List 
and their specific access rights 
 
1.2. Criteria for Granting Access Rights to the Data Center 
1.2.1. Persons authorized to enter the Data Center consist of: 
        1) Users at the executive level and above 
        2) Chief Operating Officer 
        3) Head of Information Technology Department 
        4) Information Technology Department personnel acting as System Administrators 
1.2.2. Scope of duties within the Data Center consists of: 
        1) For System Administrators: 
            - Monitor the operation of computer systems, network systems, and the Data Center 
            - Install and modify the operation of computer systems, network systems, and the Data Center 
            - Supervise the work of external parties entering to perform duties within the Data Center 
        2) For external parties performing duties within the Data Center: 
            - Maintain computer system equipment, network systems, and the Data Center 
            - Install or modify the operation of computer systems, network systems, and the Data Center 
 
1.3. Criteria for Granting Access Rights to Computer Systems and Network Systems 
1.3.1. Persons authorized to access Computer Systems and Network Systems consist of: 
        1) Users at the executive level and above 
        2) Chief Operating Officer 
        3) Head of Information Technology Department 
        4) Information Technology Department personnel acting as System Administrators 



 
 

1.3.2. Scope of duties within Computer Systems and Network Systems consists of: 
        1) For System Administrators: 
            - Monitor the operation of computer systems and network systems 
            - Install and modify the operation of computer systems and network systems 

- Supervise the work of external parties entering to perform duties within computer systems and network 
systems 

        2) For external parties performing duties within Computer Systems and Network Systems: 
            - Maintain computer system equipment and network systems 
            - Install or modify the operation of computer systems and network systems 
 
1.4. Criteria for Granting Access Rights to Wireless Networks 
1.4.1. Persons authorized to use the Company's wireless network consist of: 
        1) Users at the executive level and above 
        2) Company employees 
        3) External parties approved by the Chief Operating Officer to perform duties within the Company 
1.4.2. Scope of usage for Wireless Networks: 
        - All employees authorized to use personal computers provided by the Company may connect to the 
Company's network via the wireless network system. 
        - Employees must use computers connected to the wireless network for Company business only. 
        - Employees are prohibited from using personal computers or devices to connect to the Company's wireless 
network, except with written approval from the Chief Operating Officer. 
 
1.5. Criteria for Granting Internet Access Rights 
1.5.1. Persons authorized to access the Internet consist of: 
        1) Users at the executive level and above 
        2) Company employees from general staff level upwards, excluding housekeepers and drivers. 
1.5.2. Other employees requiring internet access as a special case must request written approval from the Chief 
Operating Officer. 
1.5.3. In cases where external parties require internet access, they must request written approval from the Chief 
Operating Officer. 
 
1.6. Criteria for Granting Rights to External Parties 
1.6.1. External parties authorized to access Information Technology systems consist of: 
        1) External system administrators under contract for the maintenance and care of the Company’s IT systems. 



 
 

        2)  External system administrators hired to perform duties in maintaining, fixing, repairing, or developing the 
Company’s IT systems. 
        3) Customers, suppliers, and other relevant parties. 
1.6.2. Scope of usage for Information Technology systems: 
        1 )  For external system administrators under contract or hired to perform duties, they must perform duties 
only as specified in the contract. Any actions other than those specified are prohibited in all cases without prior 
permission. 
        2) For customers, suppliers, and other relevant parties, only internet network usage is permitted. Access to 
Information Systems, Computer Systems, or other Company network systems is prohibited, unless special approval 
is granted by the Chief Operating Officer. 
        3) Contracts between the organization and external agencies for services must specify the following topics: 
            - Service details, implementation plans, methodologies, and deliverables 
            - Service levels (SLA) 
            - Roles and responsibilities of the organization and external agencies in this service provision 
            - Service duration and service acceptance procedures 

- Price and payment conditions, referring to the "Accounting and Internal Control Manual" of the 
Purchasing Department 

            - Ownership and copyright of equipment, hardware, or software purchased or developed (if any) 
            - Confidentiality of data obtained from providing services to the organization 
 
1.7. Criteria for Using Portable Computing Devices and Remote Working 
1.7.1. Usage of Portable Computing Devices: 
        - All company employees authorized to use portable computing devices (notebooks, tablets, smartphones, 
and other mobile communication devices) brought into use must manage the risks associated with such devices 
and should consider the risks of working in unprotected environments, by following the "Operating Procedures for 
Information Technology System Security Policy." 
1.7.2. Remote Working: 

- Equipment for remote working, data storage, and communication devices must be prepared for remote 
users. 
- All remote users must undergo authentication before usage to enhance security, such as passwords or 
encryption methods. 
- Permission for remote working must be requested before use, specifying the type of work, working hours, 
systems, and services of the department authorized for remote work. 



 
 

- Operating procedures must be defined for requesting approval, cancellation, defining or updating access 
rights to information systems, and returning equipment used for remote working, by following the "Remote 
Working Request" procedure. 

  



 
 

Section 3: Human Resource Security 

 

Objective: To ensure that employees and contractors understand their responsibilities and are suitable 

for the roles for which they are considered for employment. 

  

1.1.      Control Measures for Recruitment, Operations, Transfer, and Resignation 

1.1.1.       Establishing security in the recruitment process prior to employment 

        1)      Background Verification: The Human Resources Department must verify the qualifications of all 

applicants before they are appointed as personnel of the organization. They must have no prior history of 

intruding upon, modifying, destroying, or stealing data from the information technology systems of any agency. 

        2)      Terms and Conditions of Employment 

            -   The Head of the Information Technology Department must define information security duties and 

responsibilities in writing for external agencies hired to perform work, which must be consistent with the 

organization’s Information Technology Security Policy. 

            -   The Head of the IT Department must supervise the signing of a non-disclosure agreement (NDA) 

between employees and the Company. This signing shall be part of the employment of that individual. This 

obligation shall be binding both during employment and continuously for a period of no less than 1 year after 

the termination of employment. 

            -   To ensure that user account management is accurate and up to date, the Human Resources 

Department must immediately notify the Information Technology Department upon the occurrence of the 

following events: 

                - Employment 

                - Changes in employment conditions 

                - Resignation, termination of employment, or death 

                - Departmental transfer 

                - Suspension, disciplinary action, or suspension of duties 

            After the Human Resources Department has notified the Information Technology Department of the 

employee's name, that employee must strictly follow the Company's announced regulations, proceeding in 

accordance with the "Registration for Use of Company Information Technology Systems" procedure. 

1.1.2.      Establishing security during employment 

        1)      Management Responsibilities 



 
 

            -   Management must ensure that users and external agencies hired to perform work are aware of 

relevant policies regarding information technology system security. 

            -   Management must define disciplinary actions for those who violate Company policies, rules, and/or 

procedures. However, if it is a violation of the law, the penalty shall be in accordance with the offense 

committed as specified in each respective law. 

        2)      Awareness, Education, and Training in Information Technology System Security 

            -   Employees or users have a duty to study and understand the procedures regarding information 

technology system security defined by the Company, to be applied in securing computer assets in the sections 

they use or are responsible for. 

            -   System Administrators must prepare an annual IT knowledge training plan for employees or users. 

            -   Provide training to employees or users regarding awareness and procedures to establish security for 

information technology and communication systems. This includes notification of security policies and changes 

occurring within the organization's IT sector. 

            -   Personnel must receive training on information technology and communication system security 

policies and procedures relevant to the department before, or at least within 30 days of, starting work in the 

department. This should be part of the orientation and must be signed and collected in the personnel's history 

file. 

1.1.3.      Termination of Employment 

        1)      To ensure that user account management is accurate and up to date, the Human Resources 

Department must immediately notify the Information Technology Department upon the occurrence of the 

following events: 

            -   Employment 

            -   Changes in employment conditions 

            -   Resignation, termination of employment, or death 

            -   Departmental transfer 

            -   Suspension, disciplinary action, or suspension of duties 

        2)      Employees who have terminated employment or ended a project must return all assets related to 

computer systems, including keys, personnel ID cards, access cards, computers and peripherals, manuals, and 

various documents to their supervisor before the last day of employment. 

        3)      After termination or a change in personnel status, access to the department's various data must be 

revoked, and other relevant personnel, customers, and business partners shall be notified as appropriate. 



 
 

        4)      Employees who have terminated employment or ended a project must not delete any data or copy 

any data from computers and all types of portable devices. 

  



 
 

Section 4: Information Technology Asset Management 

Objective: To ensure that organizational assets are appropriately protected and maintained. 

1.1. Responsibility for Assets 

1.1.1. Asset Inventory 

        1) An asset inventory must be developed and maintained, including information and document assets, 

software assets, hardware assets, service assets, and personnel. This serves as preliminary data for analyzing, 

assessing, and managing risks to assets appropriately, as well as for controlling and managing organizational 

assets, in accordance with the “Accounting and Internal Control Manual (Accounting) Clause 8. Fixed Asset 

System.” 

        2) Assets must be audited at least once a year, or according to specified intervals, or when significant 

changes occur. 

1.1.2. Asset Ownership 

        Individuals, units, or departments responsible for all information technology and communication data and 

assets of the organization must be clearly defined. 

1.1.3. Acceptable Use of Assets 

        1) Rules for the acceptable use of information and assets must be defined, identified, documented, and 

established appropriately. 

        2) Must proceed in accordance with the "Operating Procedures for Information Technology System Security 

Policy." 

1.1.4. Return of Assets 

1) Employees who have terminated employment must return all assets related to computer systems, 

including keys, personnel ID cards, access cards, computers and peripherals, manuals, and various 

documents to their supervisor before the last day of employment, in accordance with the "Operating 

Procedures for Information Technology System Security Policy." 

2) When an employee needs to exchange an IT asset, the original asset must be returned to the 

Information Technology Department every time. 



 
 

1.2. Information and Asset Classification 

1.2.1. Information Classification 

        - Data classification and the prioritization or hierarchical classification of data shall be conducted in 

accordance with the “Criteria for Information Classification and Access Control.” These regulations are 

considered meticulous measures and an appropriate guideline for managing and securing electronic documents. 

1.2.2. Information Labeling 

1) Procedures must be established for the labeling and management of labels for data documents and IT 

asset equipment related to IT and communication management, in accordance with the “Criteria for 

Information Classification and Access Control.” 

2) For data in physical document form, each owner unit or department must ensure appropriate control 

and security from the initial printing, labeling, storage, reproduction, and distribution through to 

destruction. Operating procedures must be defined for users to ensure data is controlled and secured. 

3) For data in electronic document form, proceed in accordance with the "Operating Procedures for 

Preparation or Conversion of Documents and Messages into Electronic Data." 

1.2.3. Asset Management 

- To ensure users are aware of data protection and use assets carefully, especially for data accessed by 

more than one person and the export of company operational data, in accordance with the “Criteria for 

Information Classification and Access Control.” 

1.3. Secure Management of Storage Media 

1.3.1. Management of Removable Media 

- The management of removable storage media must be consistent with the information classification 

defined by the Company. Media containing data must be protected from unauthorized access, misuse, or 

damage during delivery or transport, in accordance with the “Criteria for Information Classification and 

Access Control.” 

1.3.2. Disposal of Media 

- Establish written operating procedures for the disposal of storage media in accordance with the “Criteria 

for Information Classification and Access Control.” 



 
 

1.3.3. Media in Transit 

1) Secure methods for the delivery of storage media (information or software) must be established in 

accordance with the “Criteria for Information Classification and Access Control.”  



 
 

Section 5: Access Control 

Objective: To control access to information and information systems to ensure security. 

1.1. Information System Access Control Measures 

1.1.1. Access Control Measures 

1) Implement controls for the use of data and information systems to restrict access to authorized persons 

only. 

2) Define access rights for data and information systems appropriate to the usage needs and responsibilities 

of users before accessing IT and communication systems. Regularly review access rights and document 

them in the “Access Rights Registry Form.” Users must obtain permission from their supervisor based on 

necessity. 

3) Only System Administrators are authorized to modify access rights to data and information systems. 

4 )  Record and monitor the usage of the organization's IT and communication systems, and maintain 

surveillance for security breaches affecting critical data and systems. 

5 )  Log details of system access and modifications of rights by both authorized and unauthorized persons 

to serve as evidence for auditing if issues arise. 

        6 )  Access to company data and information systems is permitted only upon approval by the individual's 

supervisor and is limited to data and systems relevant to their specific job duties. Data security and confidentiality 

processes are integral to the IT policy and workflow. These processes include granting rights, managing login 

credentials, defining the scope of access to data, computer systems, and storage devices, and data backup and 

recovery. 

1.1.2. Network and Network Service Access 

Users must be granted access rights only to the specific networks and services for which they have received 

authorization. 

1) Users are prohibited from connecting any computers or devices to the company’s computers or network 

system unless prior written permission is obtained from the Chief Operating Officer. 

2) No person shall move, install, or perform any action on central equipment, including Routers, Switches, 

or devices connected to the core network, without permission from the System Administrator. 



 
 

3) The System Administrator must control network access to manage the system effectively as follows: 

            - Limit usage rights to ensure users can access only authorized network systems. 

            - Restrict access paths for shared network systems. 

 - Limit network routing from computers to host servers to prevent users from using unauthorized paths. 

- All departmental networks connected to external networks must pass through intrusion prevention 

devices and have malware detection capabilities. 

- Networks must have Intrusion Detection Systems (IDS) installed to monitor for abnormal activity. 

- Accessing the internal network via the internet requires a login with a username and password-based 

authentication to verify the user. 

- Prevent connected external parties from seeing internal IP addresses of the departmental network. 

- Maintain an up-to-date Network Diagram detailing the internal and external network boundaries and 

devices. 

            - Network Device Identification: 

• Administrators must maintain a registry of network connection requests, including names, 

computer details, IP addresses, and installation locations. 

• Connected devices will receive IP addresses assigned by the network administrator. 

• Administrators must restrict users who can access the devices. 

• For external network connections, device IDs must specify whether they can connect to the 

internal network. 

• Network equipment must be able to verify source and destination IP addresses. 

• Authentication is required every time a device on the network is accessed. 

4) The System Administrator must manage and be responsible for servers, including configuring, modifying, 

or changing System Software settings. 

5 )  The installation or update of application software must be approved by the System Administrator, 

following the "IT System Development/Change Request" procedure. 



 
 

6 )  Computer Traffic Data (Log) collection must be accurate and capable of identifying individuals in 

accordance with the Computer Crimes Act. 

7) Establish control measures for network and server usage by external users to maintain security, following 

these guidelines: 

- External parties requiring access to the network or servers must submit a written request for permission 

from the Department Head. 

            - Ports used for system access must be strictly controlled. 

  - Any method allowing remote access to data or systems must be authorized by the Department Head. 

- Remote users must provide sufficient evidence and justification for their work with the department. 

- Remote access to internal networks and information systems requires a login with a username and 

password-based authentication for verification. 

8) Segregate the network into internal and external networks for the security of internal information system 

usage. 

9) All network systems connecting to external networks must pass through intrusion prevention devices or 

packet filtering programs, such as Firewalls or other hardware, and must have malware detection 

capabilities. 

1.1.3. Physical Access 

Establish physical control measures for the use of company computers. Users must request and receive approval 

according to the authority table before use. Access control details include: 

        1) Control of usage via various computer ports, such as USB, MTP, Bluetooth, and Wi-Fi. 

        2) Control of usage via web browsers, such as the Google Platform. 

1.2. User Access Management 

In managing user access—from registration and rights registry to revocation upon termination—administrators and 

employees must comply with company regulations as follows: 

        - "Registration for Use of Company Information Technology Systems" procedure. 

        - "Operating Procedures for Information Technology System Security Policy." 



 
 

1.2.1. User Registration and De-registration 

Establish formal procedures for new user registration to grant necessary rights, following the "Registration for Use 

of Company Information Technology Systems" and "Operating Procedures for Information Technology System 

Security Policy" for revoking rights, such as upon resignation or job transfer. 

 

1.2.2. User Access Provisioning 

Manage user access rights by documenting them in the “Access Rights Registry Form” for both granting and 

revoking rights for all user types. 

1.2.3. Privilege Management 

        1) Define user rights for accessing each information system and specify rights based on job responsibilities. 

        2) Users must undergo authentication every time they log on to an information system. 

1.2.4. Review of User Access Rights 

Review access rights to information systems at least once a year. 

1.2.5. Removal or Adjustment of Access Rights 

Access rights of employees and external contractors to information and processing equipment must be revoked 

upon termination of employment, contract, or agreement, and must be regularly updated for accuracy. 

1.3. User Responsibilities 

1.3.1. Use of Secret Authentication Information 

Comply with the "Password Setting for the Organization's Information Technology System" procedure. 

1.3.2. User Authentication Guidelines: 

        1) Identification using a Username. 

        2) Authentication using a Password. 

        3) User verification is required for system entry. 



 
 

4) Remote Access authentication requires a password or encryption. IT staff should join the remote session 

alongside external personnel for added security. 

1.4. System Access Control 

1.4.1. Information Access Restriction 

1 )  Control information usage within systems by defining rights (e.g., Write, Read, Delete), specifying user 

groups, and ensuring that authorized access is limited to only necessary data. 

2 )  Privileged accounts, such as Root or Administrator, must be assigned only as necessary and for 

appropriate durations. 

3 )  External parties must strictly agree to comply with the organization’s IT security policy before being 

granted system access. 

1.4.2. Secure Log-on Procedures 

Define secure system access processes, including a 15-minute service delay if a user enters an incorrect password 

more than 3 times. 

1.4.3. Password Management System 

Provide a system or method to verify password quality and ensure users change their passwords according to 

specified intervals. 

1.4.4. Use of Privileged Utility Programs 

1) The use of utility programs that could bypass system security must be strictly limited and monitored. 

        2) Control the use of system utility programs to prevent unauthorized access by: 

            - Requiring authentication before use. 

            - Separating utility programs from application programs. 

            - Restricting utility program use to assigned personnel only. 

            - Logging utility usage details, such as the system user. 

  



 
 

Section 6: Cryptography 
 

Objective: To ensure the effective and appropriate use of cryptography to protect the confidentiality, integrity, 

and authenticity of information. 

1.1. Cryptographic Control Measures 

Control measures shall be implemented to prevent unauthorized persons from accessing, perceiving, or 

modifying data or information system operations beyond their assigned duties and authority. 

1.2. Guidelines 

1.2.1. Data Management 

1) Information must be classified based on organizational missions and priorities. Management methods for 

each data category must be defined, including procedures for handling secret or sensitive information prior 

to disposal or reuse. 

2) Transmission of sensitive data via public networks must be protected using international standard 

encryption, such as SSL (Secure Socket Layer) or VPN (Virtual Private Network). 

3) Integrity controls must be implemented for data storage, input, operations, and output. In cases of 

distributed databases or related datasets stored in multiple locations, controls must ensure data 

consistency and completeness across all sites. 

4) Security measures should be applied when computers are taken off-site (e.g., for repairs), such as data 

destruction on storage media prior to removal. 

1.2.2. User Privilege Control 

1) Access to data and processing equipment must be controlled with consideration for both usability and 

system security. Rules for authorization must be established to ensure users at all levels acknowledge, 

understand, and strictly follow security guidelines. 

2) Access rights for data and systems (e.g., Application Systems, Internet access) must be assigned based 

on job responsibilities under the "Principle of Least Privilege." Rights must be granted through written 

approval from authorized personnel and reviewed regularly. 



 
 

3) Privileged User accounts must be strictly controlled. The Company considers the following factors for 

privileged account oversight: 

            - Formal approval from authorized personnel. 

            - Strict usage restrictions (limited to necessary cases only). 

            - Defined usage duration with immediate suspension upon expiry. 

            - Stringent password changes (e.g., after every use or every 6 months for long-term necessity). 

4) When workstations are unattended, measures such as logging out must be taken to prevent 

unauthorized use. 

5) If a data owner must grant access or editing rights to others (e.g., File Sharing), rights must be granted 

only to specific individuals or groups. These rights must be revoked when no longer necessary, and the 

owner must maintain evidence of the authorization and its duration. 

6) Emergency or temporary access to systems and networks requires specific operating procedures and 

formal approval for every instance, including a recorded justification and a fixed expiration time. 

1.2.3. User Account and Password Management 

1) Robust identification and authentication systems must be in place before system entry. Each user must 

have a unique User Account. Password complexity and control are assessed based on the following 

criteria: 

            - Minimum length of 8 characters (Alphanumeric). 

            - Inclusion of special characters (e.g., : ; < > $ @ #). 

            - Compliance with the "Organization's Information System Password Setting Criteria." 

            - New passwords must not repeat the last 3 previous passwords. 

            - Prohibited use of patterned or easily guessed sequences (e.g., "123456", "password"). 

            - Prohibited use of personal information (e.g., name, birth date). 

            - Prohibited use of dictionary words. 

            - Account lockout after a maximum of 5 failed login attempts. 



 
 

            - Secure delivery of passwords (e.g., sealed envelopes). 

            - Immediate change required for default or reset passwords. 

 - Passwords must be kept confidential (not written down/displayed). Immediate change is required if a 

password is compromised. 

            - User accounts inactive for more than 90 days will be disabled by the IT department. 

         2) Password files must be encrypted to prevent unauthorized viewing or modification. 

3) Critical system user lists must be audited regularly. Unauthorized accounts (e.g., resigned staff, 

default system users) must be suspended, disabled, or removed immediately. 

4) Security Logs (Windows, Firewall, Database) must be reviewed according to specified cycles.  



 
 

Section 7: Physical and Environmental Security 

Objective: To serve as a standard for physical security regarding the locations, premises, and 

operational areas of information technology systems, as well as computer equipment and 

information data which are company assets. 

1.1. Secure Areas 

1.1.1. Physical Security Perimeter 

1) The organization must classify and define various IT system operational areas appropriately 

for the purposes of surveillance, control, and security protection from unauthorized persons, 

and to prevent other potential damages. Once defined, access controls must be implemented. 

2 )  The organization must classify, define, and segregate “IT system operational areas,” 

including creating floor plans showing locations and types of such areas, and notify all 

personnel. (The organization should clearly specify the types of IT operational areas and 

identify those that may fall into more than one category). 

3) IT equipment must be installed in designated “IT system operational areas” in accordance 

with the classification and sensitivity of the information or data contained within those 

systems. 

4 )  IT personnel must maintain their workspace environment with the same care they would 

give their own home. 

1.1.2. Physical Entry Controls 

Departments responsible for building and facilities management must implement entry controls for 

“IT system operational areas,” allowing access only to authorized “IT Personnel.” The following 

guidelines apply: 

1 )  Clearly define “authorized personnel and their permitted access times for each IT system 

operational area.” 

2 )  “Authorized personnel” are granted access only to the specific areas designated for their 

work. 

3 )  If anyone other than “authorized personnel” requests entry without prior authorization, 

the organization must verify the reason and necessity before granting or denying temporary 



 
 

access. Individuals must present a national ID card or employee ID. The area owner must 

record the identity and entry/exit details as evidence (for both granted and denied entries) 

and retain these records for at least one year. 

4) External parties must exchange their government-issued identification (e.g., ID card, driver’s 

license, passport) for a visitor badge before being permitted to enter office areas. 

5) Personnel and external parties must wear their ID or visitor badges at all times while in the 

office. ID and visitor badges are non-transferable and may not be borrowed. 

6 )  Personnel must never leave office doors propped open or allow “tailgating” (permitting 

others to follow them inside) unless that individual can display a valid ID or visitor badge. 

7 )  Users must immediately notify security personnel if they see strangers or individuals not 

wearing badges in the office area. 

8) Personnel should accompany, supervise, and guide their visitors at all times while they are 

in the office area. 

1.1.3. Securing Offices, Rooms, and Facilities 

1) Additional security measures must be provided for offices, rooms, and tools. For example, 

high-criticality computers or systems must not be located in high-traffic areas. Offices or rooms 

must not have signs or symbols indicating the presence of critical systems within. Doors and 

windows must always be locked when unattended. Fax machines or copiers should be located 

away from secure perimeters. 

2 )  Personnel should inspect the security of their workspace daily after work to ensure safes, 

filing cabinets, drawers, and equipment are properly locked and keys are safely stored. 

3) Data, storage media, materials, and devices containing confidential information must never 

be left unattended on desks, in meeting rooms, or in unlocked cabinets. 

4 )  Confidential materials must not be disposed of in trash bins without proper destruction. 

Data and media destruction must follow the "Data and Storage Media Management" 

procedure. 



 
 

5 )  Personnel must never allow anyone to move computers or storage media from their 

workspace unless that individual is an authorized officer acting under valid organizational 

orders. 

1.1.4. Protecting Against External and Environmental Threats 

The organization must implement protections against threats from nature or human-made 

destruction, preparing for potential external security incidents. 

1.1.5. Working in Secure Areas 

The organization must control the activities of external agencies in controlled areas, including 

requiring prior permission and badge exchange, and prohibiting photography or video recording in 

those areas. 

1.1.6. Delivery and Loading Areas 

1) The organization must limit access for external parties. If possible, operational areas should 

be segregated from areas accessible to external parties (e.g., document delivery should occur 

at the front reception area). 

2 )  Personnel and external contractors must wear identification badges at all times while 

performing duties in the operational area. Anyone witnessing a person without a badge has a 

duty to report it to security immediately. 

1.2. Equipment Security 

1.2.1. Equipment Siting and Protection 

1 )  Schedule equipment maintenance according to the manufacturer's recommended 

intervals. 

2) Comply with maintenance instructions provided by the manufacturer. 

3) Maintain logs of all service and maintenance activities for auditing and future evaluation. 

4) Record any found equipment problems or defects to use for evaluation and improvement. 

5) Supervise and monitor the work of external service providers performing maintenance 

within the organization. 

6) Grant specific access rights to external contractors for equipment containing sensitive data 

only upon approval to prevent unauthorized access. 



 
 

 

1.2.2. Supporting Utilities 

1) Personnel must ensure the maintenance of related utilities, such as Uninterruptible Power 

Supplies (UPS). 

        2) Personnel must inspect the serviceability of equipment at least twice a year. 

1.2.3. Cabling Security 

1) Protective measures must be implemented for power and communication cables entering 

the office building. 

2) Areas where cables enter the building or where junction boxes are installed must be locked 

at all times, with access restricted to authorized personnel only. 

1.2.4. Equipment Maintenance 

Define correct and regular maintenance procedures, such as ensuring repairs/maintenance 

occur at least once a year or as recommended by the product owner. 

1.2.5. Removal of Assets 

Information equipment or software must not be taken off-site without authorization. If 

removal is necessary, it must comply with the “Accounting and Internal Control Manual (Fixed 

Assets Clause 8 , Sub-clause 3 . 6  Transfer)” and the “Request for Removal of Company Assets” 

procedure. 

1.2.6. Security of Equipment and Assets Off-Premises 

The organization mandates protection for assets and equipment when borrowed for off-site 

use or sent for external repair, following the “Accounting and Internal Control Manual” and the 

“Request for Removal of Company Assets” procedure. 

1.2.7. Secure Disposal or Re-use of Equipment 

The organization must establish methods to inspect equipment containing sensitive data 

(hardware, software, etc.) to prevent data leakage or disclosure before the equipment is 

redistributed. 

 

 



 
 

1.2.8. Unattended User Equipment 

Users must prevent unauthorized persons from accessing unattended equipment, 

information systems, computers, and network systems. 

1.2.9. Clear Desk and Clear Screen Policy 

Controls must be established to ensure that documents, data, or media containing sensitive 

information are not left on desks or in unsafe locations when not in use. Additionally, computer 

screens (Desktops) must be cleared of sensitive information when unattended. 
  



 
 

Section 8: Operations Security 

Objective: To ensure that the operation of information processing facilities is correct and secure. 

1.1. Operational Procedures and Responsibilities 

1.1.1. Documented Operating Procedures 

1. Develop manuals and/or IT operational procedures within the department, such as incident 

reporting, system recovery, and maintenance procedures. These must include detailed steps 

and identify responsible officers or departments. 

2. Manuals and procedures must be updated whenever there are changes to processes or 

personnel. All documentation must be reviewed at least once a year. 

3. Define responsibilities and protocols for handling abnormal events or security breaches, and 

conduct investigations into violators. 

1.1.2. Change Management 

1. Manage all changes to networks, computer systems, equipment, and software by following 

the "IT Change Management Request" procedure. 

2. Coordinate environmental changes (e.g., air conditioning, water, electricity, alarms, sensors) 

with building management and report to supervisors. 

3. Formal documentation is required for every change request. 

4. Schedules and change plans must be approved by a supervisor before implementation. 

5. Record all changes and notify relevant departments. Records must include: 

o Receipt and implementation dates. 

o Data owner and system administrator. 

o Change methodology. 

o Outcome (Success or Failure). 

1.1.3. Capacity Management 

1. Monitor and analyze current ICT resource utilization regularly, as appropriate for each 

resource type, following the "System Capacity Management" procedure. 

2. Plan for future capacity at least once a year, considering future requirements (e.g., faster 

CPUs, larger hard drive capacity), current usage patterns, and technological shifts. 



 
 

3. Capacity plans must include management methods, such as system tuning or procurement 

of additional resources. 

1.1.4. Separation of Development, Testing, and Operational Environments 

Information processing facilities must be segregated (both systems and networks) between 

development, testing, and production. Software development should occur on separate machines 

from those used for actual operations. If necessary, development networks should also be isolated 

from production networks. 

1.2. Protection from Malware 

1.2.1. Controls Against Malware 

1. Implement systems for detection, prevention, and recovery from malicious software. 

2. Conduct awareness campaigns regarding safe and correct usage behaviors to minimize risk. 

3. Install and regularly audit the effectiveness of anti-malware systems. 

4. Regularly evaluate defined measures to drive continuous security improvements. 

1.3. Information Backup 

1.3.1. Backup Procedures 

1. Identify critical IT systems and establish appropriate backup systems that are ready for use, 

prioritized by necessity. 

2. Define backup responsibilities for specific officers. 

3. Maintain an inventory of all critical IT systems, identify those requiring backup, and prepare 

emergency readiness plans at least once a year. 

4. Establish backup frequency based on the rate of data change (more frequent changes 

require more frequent backups). Procedures include: 

o Defining types of data to be backed up and frequency. 

o Selecting appropriate backup formats. 

o Logging backup activities (operator, date/time, data name, success/failure status). 

o Verifying backup system configurations. 

o Labeling media clearly with software name, date, time, and responsible officer. 



 
 

o Off-site storage: Backup media must be stored far enough away to ensure safety in 

the event of a disaster at the primary site. 

o Ensuring adequate physical protection for off-site storage. 

o Regularly testing backups to ensure data accessibility. 

o Developing data recovery procedures. 

o Testing recovery effectiveness at least once a year. 

o Encrypting confidential data stored on backup media. 

5. Establish Emergency Preparedness Plans for non-electronic operations to ensure continuity, 

including: 

o Defining roles and responsibilities. 

o Risk assessment for critical systems (e.g., prolonged power outages, fire, earthquake, 

protests). 

o System recovery procedures. 

o Establishing contact channels for external providers (ISP, hardware, software). 

o Employee awareness and training for urgent situations. 

6. Review and update emergency plans at least once a year. 

7. Test the readiness of systems, backups, and emergency plans at least once a year or as risk 

assessments dictate. 

8. Review risk tolerance for IT systems and backups at least once a year. 

1.4. Logging and Monitoring 

1. Event Logging: Record user activities, service denials, and security-related events for defined 

periods. 

2. Log Protection: Protect activity logs from unauthorized changes or tampering. 

3. Administrator Logs: Record the activities of system administrators, operators, and those 

managing computer and network equipment. 

4. Clock Synchronization: Synchronize all computer and equipment clocks to ensure accurate 

audit trails in accordance with the Computer-Related Crime Act. 

1.5. Control of Operational Software 



 
 

1. Installation Controls: Control the installation of new software, libraries, and security patches. 

2. Testing: All software must be thoroughly tested in a non-production environment before 

deployment to ensure it does not disrupt operational services, following the "IT 

Development/Change Request" procedure. 

1.6. Technical Vulnerability Management 

1. Monitoring: Track information regarding system vulnerabilities, assess their risks, and 

implement mitigation measures. 

2. Installation Restrictions: 

o Comply with Copyright laws and intellectual property requirements. 

o Prohibit unauthorized modification: Users must not uninstall, change, modify, or copy 

company-provided software for use elsewhere. 

1.7. Information Systems Audit Considerations 

1. Audit Planning: Plans for auditing IT systems must be designed to minimize impact on 

operational systems and business processes. 
  



 
 

Section 9: Communications Security 

Objective: To protect information within networks and to protect the supporting network 

infrastructure of the organization. 

1.1. Network Security Management 

1.1.1. Network Measures 

Implement measures to control network access based on IP Addresses. Establish a system to 

maintain Log files for all network access activities. 

1.1.2. Security for Network Services 

All network connections to external networks must utilize Packet Filtering devices or software, 

such as Firewalls or specialized hardware, which must also include virus detection capabilities. 

Limit external connections to the network. Access must be restricted to specific designated 

computers and specific applications only. These designated systems should be isolated from the 

production environment both Physically and Logically. External parties are strictly prohibited from 

having direct access rights to use internal computers or network systems. Users are prohibited 

from installing remote access software or connection services on their computers or at any point 

on the corporate network without explicit permission. External parties are strictly forbidden from 

connecting any external computers or devices to the corporate network. If necessary, a proper 

approval process must be completed beforehand. Users are strictly prohibited from installing 

network hardware or software such as Routers, Switches, Hubs, or Wireless Access Points without 

authorization. Users currently connected to the internal network are strictly forbidden from multi-

homing (connecting to an external network via modem or other devices while still connected to 

the internal network). 

 

 

 



 
 

1.1.3. Network Segregation 

Design the network based on service groups, separating users and information systems into 

distinct zones, such as Internal Zones and External Zones, to ensure systematic intrusion 

prevention and control. 

Maintain an up-to-date Network Diagram that clearly details the boundaries between 

internal and external networks and identifies all connected devices. 

1.2. Information Transfer 

1.2.1. Procedures for Information Transfer 

Establish measures to protect information during transfer with external organizations, 

adhering to the "Information Exchange" procedure. 

1.2.2. Information Transfer Agreements 

Formal agreements for data exchange must be established in accordance with the 

"Information Exchange" procedure. 

1.2.3. Electronic Messaging Security 

The use of corporate email domains only (@massteclink.com and @massteclink.co.th) is 

mandatory for sending electronic messages over the network. 

1.2.4. Confidentiality or Non-Disclosure Agreements (NDA) 

Establish Non-Disclosure Agreements (NDA) or confidentiality contracts that align with the 

company's data protection requirements.  

These agreements must be reviewed regularly. Employees, individuals, or third-party 

contacts who require access to corporate information must sign an NDA between the "Officer" and 

the "Contact Person" to ensure the protection of confidential data. 

  



 
 

Section 10: Information Systems Acquisition, Development, and Maintenance 
 
Objective: To ensure that information security is integrated into information systems across the entire 
development lifecycle, including security requirements for services provided over public networks. 
 
1.1. Information Security Requirements of Information Systems 
1.1.1. Defining Security Requirements 
Clearly define security requirements for systems whether developed in-house or acquired. The IT department 
must analyze potential risks to data integrity, focusing on: 
Preventive Measures: Actions taken before damage occurs (e.g., data backups, redundant network systems). 
Recovery Measures: Actions taken after damage occurs (e.g., data recovery plans, Recovery Time Objectives 
(RTO)). 
1.1.2. Security of Information Services on Public Networks 
Information transmitted via public networks must be protected from unauthorized disclosure or modification. 
1.1.3. Protecting Information Service Transactions 
Information related to transactions must be protected against incomplete transmission, misrouting, unauthorized 
message alteration, unauthorized disclosure, and unauthorized message duplication (replay attacks). 
1.2. Acquisition 
Procurement and Outsourcing: IT experts must participate in the selection and consideration process for 
external providers. Procurement must follow internal corporate procedures. 
Inspection: IT officers must inspect and verify all delivered IT-related equipment. 
Testing High-Value Assets: Equipment with high importance or a value exceeding 50,000 THB must undergo 
performance testing to ensure it meets operational efficiency standards. 
1.3. Security in Development and Support Processes 
1.3.1. Secure Development Policy 
Establish software development rules aligned with organizational policy. Developers must integrate security into 
every stage of development, avoid known vulnerabilities, and be capable of patching detected flaws. 
1.3.2. Change Control Procedures 
System developers must implement processes to control changes to production systems, ensuring: 
 

- Requests come from authorized personnel. 
 

- Approvals are granted by authorized individuals. 
 



 
 

- Side effects/impacts are assessed and controlled. 
 

- Final acceptance is signed off by an authorized person. 
 

- Detailed request logs are maintained. 
 

- Follow the "IT Development/Change Request" procedure. 
 
1.3.3. Post-OS Change Review 
When operating systems are patched or changed, applications must be reviewed and tested to ensure there is 
no negative impact on functionality or security. 
1.3.4. Restrictions on Changes to Software Packages 
Modifications to off-the-shelf software packages should be limited to what is necessary. All changes must be 
tested and documented to ensure compatibility with future software updates. 
1.3.5. Secure System Engineering Principles 
Establish, document, and continuously update secure engineering principles to be applied to all system 
development projects. 
1.3.6. Secure Development Environment 
The organization must secure the development environment (including people, processes, and technology) 
throughout the entire system development life cycle (SDLC). 
 
1.3.7. Outsourced Development 
 Contracts for outsourced development must clearly cover software copyrights, usage rights, 
detailed audit rights before deployment, quality assurance, and a well-defined scope of work. 
 
1.3.8. System Security Testing 
 Security functionality must be tested during the development phase, not just at the end. 
 
1.3.9. System Acceptance Testing 
1. Develop testing plans or criteria for system certification for both new and upgraded systems. 
2. Establish Acceptance Criteria for new systems, acquired software, or IT resources. A Checklist of test items 
must be completed and signed by both the testing officer and the provider/deliverer. 
1.4. Test Data 
1.4.1. Protection of Test Data 



 
 

The use of production (real) data for testing requires explicit permission from the data owner. 
 

- Once testing is complete, real data must be immediately deleted from the test system. 
 

- A record must be kept detailing what data was used, the time/date, and the department 
involved. The data owner must be notified once the data has been removed. 

 
1.5. Information System Maintenance 

 - Monitoring: Regularly monitor information systems to track operational performance and 
efficiency. 

 
 - Preventive Maintenance (PM): Establish an annual plan for regular system maintenance. 

 
 - License Management: Ensure licenses are renewed annually to keep systems updated and 
maintain access to technical support from vendors or distributors.  



 
 

Section 11 Supplier Relationships 

 

Objective: To ensure the protection of the organization’s assets that are accessible by external service providers 

(suppliers). 

1.1. Information Security in Supplier Relationships 

1.1.1. Information Security Policy for Supplier Relationships 

The organization mandates that formal requirements or contracts between the organization and external 

providers must be established and documented in writing. 

1.1.2. Addressing Security Within Supplier Agreements 

1. Defining Requirements: Officers must identify and document specific security requirements within 

agreements or contracts with external providers to protect the organization's information. 

2. Principle of Least Privilege: System administrators must grant access rights to external parties only to 

the extent necessary for their specific tasks (Need-to-Know basis). 

3. Formal Authorization: Any access to information systems or organizational data by external parties 

requires a formal request and prior approval from the Department Head or a designated system 

administrator. 

4. Compliance Documentation: External providers must sign the Acceptable Use Policy (AUP) and a Non-

Disclosure Agreement (NDA). 

5. Mandatory Contract Clauses: Service contracts must explicitly include: 

o Service details, operational plans, methodologies, and deliverables. 

o Defined roles and responsibilities for both the organization and the provider. 

o Service duration and criteria for work acceptance/inspection. 

o Pricing and payment terms. 

o Ownership and intellectual property (IP) rights for hardware or software purchased or 

developed. 

o Confidentiality clauses regarding all data accessed during the service period. 

1.1.3. Information and Communication Technology (ICT) Supply Chain 

1. Supply Chain Risk: Agreements must include requirements for identifying and managing risks associated 

with the ICT supply chain. 

2. Risk Assessment: Before granting access, a risk assessment must be conducted regarding the provider's 

access to data, systems, or processing equipment, and appropriate control measures must be 

implemented. 



 
 

1.2. Supplier Service Delivery Management 

1.2.1. Monitoring and Review of Supplier Services 

1. Right to Audit: Establish agreements that grant the organization the right to monitor and audit the 

provider's operational environment and performance, as stipulated in the procurement contract. 

2. Regular Review: Service delivery by external providers must be reviewed, monitored, and audited 

consistently. 

3. Policy Compliance: All services and operations performed by external parties must strictly adhere to the 

organization's Information Security Policy. 

1.2.2. Managing Changes to Supplier Services 

1. Documented Changes: Any modification to the service details provided by an external party that impacts 

organizational IT services must be documented in writing. 

2. Impact and Risk Management: Changes to services, including updates to existing policies, procedures, or 

controls, must be managed with consideration for the criticality of the affected information and business 

processes. A new risk assessment must be conducted to evaluate the impact of such changes. 

 

 

 

 

  



 
 

Section 12 Information Security Incident Management 

Objective: To ensure that information security incidents and weaknesses related to the office's information 

systems are handled correctly and within an appropriate timeframe. 

 

1.1. Information Security Incident Management and Improvement 

1.1.1. Responsibilities and Procedures 

Establish clear responsibilities and procedures to handle security incidents. These procedures must ensure a 

rapid, effective, and systematic response. 

1.1.2. Reporting Information Security Events 

1. Mandatory Reporting: All users must report security-related events through the designated reporting 

channels. 

2. Immediate Reporting: Users and third parties are obligated to report any security breaches, 

weaknesses, or suspicious/inappropriate actions to their supervisor immediately upon discovery to 

ensure timely resolution. 

3. Software Issues: Any abnormal software behavior, errors, or vulnerabilities must be reported to a 

supervisor immediately. 

4. Hardware Issues: Any damaged or malfunctioning hardware/equipment must be reported to a 

supervisor. 

5. Confidentiality of Incidents: Users and third parties must not discuss security breaches or weaknesses 

with others except their supervisors. Self-testing or attempting to prove a suspected security weakness 

personally is strictly prohibited. 

1.1.3. Reporting Security Weaknesses 

Maintain a record and report any observed or suspected security weaknesses within the systems or services 

being used. 

1.1.4. Assessment and Decision on Security Situations 

1. All security situations must be assessed to determine whether they qualify as a formal "Information 

Security Incident." 

2. Establish specific criteria to define and classify what constitutes a security incident. 

1.1.5. Response to Information Security Incidents 

1. Establish procedures to support situations identified as threats to security. 

2. Once an incident is identified, it must be addressed according to written operational procedures. 

3. Specific System Responses: 



 
 

• 3.1) Intrusion Prevention System (IPS): 

o Monitor Log Files or system reports to analyze: 

▪ The frequency and most common types of attacks. 

▪ Whether the attack patterns are predictable. 

▪ The severity level of the threats. 

▪ The source IP addresses of the attackers. 

• 3.2) Firewall System: 

o Audit the intrusion prevention settings at least once a month. 

o Monitor Firewall Log Files and reports for: 

▪ Packets blocked by the firewall and their characteristics. 

▪ IP addresses with a high volume of blocked packets. 

o If an attack or breach is detected, notify the Department Head immediately for a decision on 

remedial action. 

• 3.3) Internet Threat & Malware Protection (Viruses, Worms, Trojans, Spyware): 

o Monitor Log Files and reports to identify: 

▪ The most prevalent types of malware. 

▪ Source and destination networks of the malware. 

▪ Whether malware is being sent from the internal network to the outside. 

o Research and apply fixes for infected computers, especially for malware found spreading within 

the corporate network. 

o Containment: If a computer is found to be infected or sending malware, its network 

connection must be suspended immediately until the issue is resolved. 

1.1.6. Learning from Security Incidents 

Maintain a record of all security breaches. At a minimum, this must include the type of incident, volume, and 

the cost of damages. This data should be used to learn from past events and establish proactive preventive 

measures. 

1.1.7. Collection of Evidence 

If an incident involves potential civil or criminal legal action, evidence must be collected and stored in 

accordance with legal requirements and forensic standards for use in court proceedings. 

 

 

  



 
 

Section 13: Information Security Aspects of Business Continuity Management 

Objective: To prevent disruptions to the organization's operations resulting from major failures or system 

downtime. 

1.1. Information Security Continuity 

1.1.1. Planning for Information Security Continuity 

1. Requirements Definition: The organization must determine its information security and continuity 

requirements during disaster or crisis situations. 

2. Emergency Preparedness Guidelines: Guidelines for developing an IT Contingency Plan should include: 

o Preparation & Prevention: Actions to prevent or reduce the likelihood of incidents that could 

damage operations or IT services. 

o Emergency Response: Procedures to control and limit the scope of damage (e.g., protocols for 

situation control and immediate remediation). 

o Continuity of Operations: Steps to ensure the organization keeps running, such as backing up 

critical data and equipment, and recovering damaged systems. 

o Recovery to Normalcy: Defined paths for restoration and recovery to return operations to their 

original state. 

1.1.2. Implementation of Information Security Continuity 

Establish and implement the necessary processes and controls to maintain security continuity during a 

disruption. 

1.1.3. Verification, Review, and Evaluation 

1. Testing Schedule: Establish a clear schedule for testing the contingency plan, including a defined duration 

from the start to the end of the testing process. 

2. Simulation Scenarios: Define the test scenarios, identifying the objectives, scope of systems/processes 

involved, and detailed step-by-step procedures. 

3. Resource Allocation: Identify necessary resources for testing, including: 

o Designated coordinators and responsible officers. 



 
 

o Testing locations, tools, and equipment. 

o Budgetary requirements. 

4. Review and Maintenance: Set clear guidelines and timelines for reviewing and updating the plan to ensure 

it remains current and appropriate for the evolving environment. 

1.2. Redundancy of Information Processing Facilities 

1.2.1. Availability of Processing Facilities 

Information processing facilities must be provided with sufficient redundancy to meet the organization's 

availability requirements. This includes ensuring that backup equipment and alternative processing resources are 

ready and capable of supporting critical functions when primary systems fail. 

 

  



 
 

Section 14: Compliance 

Objective: To ensure that information security practices remain consistent with organizational policies and legal 

requirements. 

1.1. Compliance with Legal and Contractual Requirements 

1.1.1. Identification of Applicable Legislation and Contractual Requirements 

1. Legal Research: The organization must study and maintain a list of all relevant policies, rules, 

regulations, laws, and contracts related to ICT usage. 

2. Awareness and Adherence: Every officer is required to acknowledge, understand, and strictly follow the 

established ICT policies, laws, and contractual obligations. 

3. Ownership of Data: All information created, stored, or transmitted through organizational IT systems is 

considered corporate property (excluding client/third-party assets or copyrighted materials). The 

organization reserves the right to disclose or use this data as evidence in investigations without prior 

notice to the user. 

4. Monitoring Rights: To manage and maintain system security, the organization reserves the right to audit 

the use of computers, systems, and networks to ensure compliance with corporate policies. 

5. Legal Prohibitions: Employees are strictly prohibited from using corporate IT assets for any activities that 

violate the laws of the Kingdom of Thailand or international laws. 

6. Export Controls: The export of software, confidential data, encryption software, or technology must not 

violate Thai, international, or destination-country laws. Users must consult with supervisors and legal 

experts before proceeding with such exports. 

1.1.2. Intellectual Property Rights (IPR) 

1. Copyright Compliance: Adhere strictly to copyright requirements for all intellectual property acquired 

by the organization and ensure no infringement occurs. 

2. Software Licensing: Follow all Software Copyright terms and conditions meticulously. Usage must be 

monitored to ensure it remains within the scope of the granted licenses. 

3. Prohibition of Piracy: Users are strictly forbidden from using, reproducing, or distributing copyrighted 

images, music, articles, books, or documents illegally. Installing pirated software on organizational 

systems is absolutely prohibited. 

1.1.3. Protection of Records 

Records must be protected and maintained as evidence of compliance with laws, regulations, and internal rules. 

Retention periods should be determined based on the importance and classification of the data. 

1.1.4. Privacy and Protection of Personally Identifiable Information (PII) 



 
 

Ensure the protection of data privacy in accordance with relevant laws (such as PDPA), regulations, and 

contracts applicable to the organization. 

1.1.5. Regulation of Cryptographic Controls 

Ensure that cryptographic controls are used in compliance with all relevant agreements, laws, and regulations. 

1.2. Information Security Reviews 

1.2.1. Independent Review of Information Security 

The organization’s approach to managing information security and its implementation (including objectives, 

controls, policies, and procedures) must be reviewed for accuracy and relevance. 

• Frequency: At least once a year or whenever significant changes occur. 

• Nature: The review should be conducted independently to ensure objective evaluation. 
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