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AASTEC MASSTEC LINK PUBLIC COMPANY LIMITED
Personal Data Retention Policy

MASSTEC LINK Public Company Limited

MASSTEC LINK Public Company Limited (hereinafter referred to in this policy as the
“Company” or “MASTEC”) collects and retains various types and formats of personal data,

acting as both a Data Controller and a Data Processor.

This Personal Data Retention Policy (hereinafter referred to as the “Policy”) is
established to determine the retention periods for each category of personal data and to set
minimum standards for the destruction of personal data held by the Company. This ensures
that the Company’s operations are consistent with the Personal Data Protection Act B.E.
2562 (2019) (PDPA). This policy applies to all departments within the Company, all processes
and systems used or involved in business operations, and business relationships with
external entities. It applies to employees, workers, directors, representatives, affiliated
personnel, contractors, service providers, advisors, and any individuals who may collect,
store, process, or access personal data and sensitive personal data. It is the responsibility of

such individuals to understand and strictly comply with this policy.
This policy applies to all personal data within the Company, including:
e Personal data stored in information and storage systems.

Emails.

Hard copy documents.

Electronic documents.

Video and audio files.

The Company hereby announces the following policy:
1. Definitions

Definitions related to this policy are as follows:

atuudly 13 Aamay 2568



( gn USEN wuawa 898 9119 (Uvnvy)

ASTEC MASSTEC LINK PUBLIC COMPANY LIMITED

| S\

e 1.1 Personal Data: Information relating to an individual that enables the identification
of such individual, whether directly or indirectly, but excluding the information of

deceased persons in particular.

e 1.2 Sensitive Data: Personal data that carries a risk of unfair discrimination, including
race, religion, sexual behavior, criminal records, health data, disability, genetic data,

biometric data, or any other data as prescribed by law.

e 1.3 Personal Data Protection Act (PDPA): The Personal Data Protection Act B.E. 2562

(2019), including rules, regulations, or organic laws enacted under its authority.

e 1.4 Data Protection Officer (DPO): The person appointed by the Company to perform
duties as a Data Protection Officer under the PDPA.

o 1.5 Data Controller: The Company, which has the power to make decisions regarding
the personal data it receives from the data subject, provides services to the data
subject, or must perform according to a contract with the data subject, whether

directly or indirectly.

e 1.6 Data Processor: A natural or legal person who makes decisions regarding the
collection, use, or disclosure of personal data according to the orders or on behalf of

another person or legal entity.

o 1.7 Data Processing: Any operation performed on personal data, whether by
automated means or not, such as collection, recording, organization, storage, usage,
disclosure, modification, or any other action that results in availability, merging, or

destruction/erasure.
2. Rules and Principles of Personal Data Retention

In considering the policy regarding the retention and destruction of personal data,

the following principles and requirements must be considered:

2.1 General Principles of Personal Data Retention Personal data must not be retained longer
than necessary for the specified purposes. For categories of personal data not specified in
this policy (especially regarding storage determination) and not otherwise prescribed by
relevant laws, the necessary retention period shall be 3 years after the last update of that

personal data.
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2.2 General Schedule for Personal Data Retention The Company's DPO will coordinate with
stakeholders of each set of personal data to determine appropriate retention periods for
hard copy and electronic records, specified as the Data Retention Schedule. The DPO is
responsible for updating this schedule and ensuring that stakeholders destroy data according
to the timeline. Storage locations shall comply with the “Practices for Data Controllers

under the PDPA.”
Exceptions allowing data retention beyond the specified period may occur in cases such as:

1. During an investigation by a government agency where the Company may need the

records to demonstrate legal compliance.
2. Exercise of legal rights for lawsuits or similar proceedings recognized under the law.
2.3 Data Retention Schedule

1. Employee / Intern Data

Record Category Retention Period Data Owner
- 3 months for non-hired applicants
Job application forms and HR
supporting documents Department
- 10 years after resignation for hired
employees
General personal data, work history, || During employment and 10 years after HR
and performance termination Department
Sensitive personal data (Face HR
During employment
recognition, fingerprints, health) Department
Payroll, overtime, bonuses, and During employment and 10 years after HR
special pay data termination Department
HR
Current bank account information During employment
Department
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Record Category Retention Period Data Owner
Copies of documents related to || During employment and 10 years after HR
income tax termination Department
Health or accident insurance claim || During employment and 10 years after HR
records termination Department
Work accident/illness reports, During employment and 10 years after HR
rehabilitation documents termination Department
Disciplinary records, warning letters, || During employment and 10 years after HR
appeal documents termination Department
Throughout the guarantee period + 10 HR
Personal data of work guarantors
years after the guarantee ends Department
2. Customer Personal Data
Record Category Retention Period Data Owner
Data from new customer registration / Duration of relationship + 10 || Sales Support
Inactive review years after termination Unit
Sales contracts, Preventive Maintenance, Duration of relationship + 10 Sales &
Service/Repair requests years after termination Service Dept.
Sales &
Customers with disputes/litigation Not less than 10 years
Service Dept.

3. Data of Other Persons (Partners, Directors, Shareholders)

Record Category Retention Period Data Owner
Partner registration and annual Duration of contract + 10 years after Purchasing
evaluation data termination Dept.
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Record Category Retention Period Data Owner
Contracts with business Duration of contract + 10 years after Purchasing /
partners termination Sales Dept.
Duration of contract + 10 years after Purchasing /
Legal/Contractual disputes
termination Sales Dept.
Throughout the term of
Data of Directors and Company
office/shareholding + 10 years after
Shareholders Secretary
termination
4, Other Activities (CCTV, Events, and IT)
Record Category Retention Period Data Owner
HQ: Max 30 days / Warehouse: Max
CCTV System COO
10 days
Marketing
Off-site activities (Booths, Exhibitions) 10 years after the activity ends
Dept.
IT Service Request Forms (F-IT-001) and
1 year IT Unit
Wi-Fi
Computer request/return forms 1 year IT Unit
Server room access logs 1 year IT Unit
Company/Third-party mobile phone
2 years IT Unit
loan forms
Internet usage logs (Employees and
180 days IT Unit
Outsiders)
Marketing
Website cookies 1 year
Dept.
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3. Guidelines for Personal Data Destruction

The Company has established guidelines for destroying personal data when the retention

period expires or when processing is no longer necessary.
1. Key Principles of Destruction

e Limited Retention: Data is kept only as long as necessary for the notified purposes,

legal requirements, or as consented by the data subject.

e Destruction Security: Destruction must be performed using secure methods that

prevent recovery to avoid unauthorized access.

e Accountability: The Company has systems for auditing and destruction, including

recording evidence of destruction for traceability.
2. Audit and Destruction Process
The Company audits and destroys data regularly as follows:

e Identification: Every quarter (every 3 months), the Company audits all personal data

(hard copy and electronic) to identify data that has reached its expiration.

e Necessity Assessment: Before destruction, the Company reassesses that the data is

no longer needed for other legal purposes (e.g., legal claims or public interest).
e Destruction Actions:

o Hard Copy: Destroyed via non-recoverable methods like shredding or

incineration under close supervision.

o Electronic Data: Deleted or destroyed from systems and media using

technical methods that make it unrecoverable or anonymous.

o Destruction must be completed within 30 days of reaching the expiration

date.

e Evidence Recording: Records must include the date, type of data, method, and

responsible person for auditing purposes.
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3. Deletion/Destruction upon Request If a data subject exercises their right to delete/destroy
data or withdraws consent, the Company will act without delay as required by law, unless

there are legal grounds to retain such data.
3. Data Protection Officer (DPO)
The Company has appointed the following as the Data Protection Officer (DPO):

Data Protection Officer (DPO)MASSTEC LINK Public Company Limited No. 74 Soi Nak Niwat
48, Nak Niwat Road, Lat Phrao Sub-district, Lat Phrao District, Bangkok 10230 Tel: 02-9421433
| Fax: 02-9420904 Email: dpo@massteclink.co.th

4. Personal Data Protection Working Group

To comply with the PDPA B.E. 2562, the DPO appointed a Personal Data Protection Working
Group on June 20, 2025, with duties as per Announcement PDPA 002/2568.

PDPA Working GroupMASSTEC LINK Public Company Limited No. 74 Soi Nak Niwat 48, Nak
Niwat Road, Lat Phrao Sub-district, Lat Phrao District, Bangkok 10230 Tel: 02-9421433 | Fax:
02-9420904 Email: dpo@massteclink.co.th
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