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Privacy Notice Customer

MASSTC LINK Public Company Limited

MASSTEC LINK Public Company Limited (hereinafter referred to in this notice as the “Company,”

“ ” &

we,” “us,” or “our”) prioritizes the protection of your personal data. This notice applies to:

1. Individual customers: Past, present, and prospective customers who use the Company’s products

and services.

2. Personnel of corporate customers: Employees, staff, officers, representatives, shareholders,
authorized persons, directors, contact persons, agents, and other individuals associated with our

corporate clients (collectively, "Corporate Customers").

3. Other individuals: Any individuals whose personal data the Company receives (e.g., emergency
contacts, spouses, parents, descendants, relatives, children, employers, agents, beneficiaries, or

references).

Persons in categories (1)-(3) are collectively referred to as "You," and persons in categories (1) and
(2) are collectively referred to as "Customers." The Company understands your concern regarding
how your information is collected, used, disclosed, sent, and/or transferred abroad. We will use
the information you disclose to provide products and services that meet your needs and for other

appropriate necessities.

This Privacy Notice applies to products and services distributed throush retail stores, websites,
mobile applications, sales agents, event booths, Call Centers, social media, online channels,
product registration, and other channels where the Company collects your data. Please read this

alongside the specific terms and conditions of the services you use.

The Company reserves the right to amend this Privacy Notice. We encourage you to check for
updates regularly. Any amendments will be effective immediately upon posting on our website or

application.
1. Personal Data Collected by the Company

We may collect various types of personal data directly from you or indirectly from other sources,

including business partners. Examples include:
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Personal Details: Title, full name, age, occupation, date of birth, company name, job title, salary,

work history, and professional information.

Contact Information: Registered address, residential address, business address, mailing address,
phone numbers (home, business, mobile), fax number, email, postal code, and social media

accounts (e.g., LINE ID, Facebook).

Government Identifiers: ID card number, passport number, Tax ID, Social Security number, driver’s

license details, household registration, or Company Certificate (listing directors).

Behavioral Data: Purchasing behavior and data derived from using Company products and

services.

Financial Data: Purchase price, fees, payment methods (cash/credit), credit/debit card numbers,
PromptPay details, bank account numbers, transaction history, liquid assets, source of income, and

credit rating.

Transaction History: Purchase history, spending amounts, preferences, interests, and search

history.
Electronic Device Data: IP address.

Marketing and Communication Preferences: Preferences for receiving marketing materials,

preferred communication channels, and interaction history.
Profile Data: Account identifiers, usernames, passwords, and PIN ID codes.

Usage Data: Activity on the website/platform and interaction with Company advertisements (links

clicked, content viewed).

Relationship Management Data: Account opening details, payment processing, dispute

resolution, signatures, and communication records.

Miscellaneous: Survey responses, research data, or information collected during business events,

seminars, or social activities.

Providing Third-Party Data: If you provide personal data of others (e.g., emergency contacts,
family, or employees), you must ensure you have the legal right/authority to do so and have

informed them of this Privacy Notice or obtained their consent where necessary.
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Minors and Incompetent Persons: We do not intentionally collect data from minors (under 20
years old), quasi-incompetent, or incompetent persons without legal consent. If we discover such

data was collected accidentally without a legal basis, it will be deleted immediately.

2. Purposes and Legal Bases for Processing
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We process your data based on Consent or other Legal Bases for the following purposes:

Provision of Products and Services: To fulfill requests before entering a contract, manage the
contractual relationship, issue quotations, provide maintenance, handle delivery/returns, and

process payments.
Registration and Verification: To verify and authenticate your identity.

Customer Selection: To perform due diligence, background checks, risk assessments, and evaluate

qualifications for bidding or contracting.

Communication: To coordinate services, provide public relations, marketing information, sales

offers, and handle complaints or technical issues.

Marketing: To offer promotions, discounts, and special privileges from the Company or partners,

and to facilitate participation in events/competitions.

Data Analytics and Profiling: To understand your interests and behaviors, analyze market trends,

and improve marketing strategies.

Product Improvement: To evaluate and enhance our systems, business operations, and product

quality/safety.
Training: To conduct training/e-learning and issue certificates.
IT Management: For internal PR, IT system management, security monitoring, and access control.

Platform Functionality: To ensure our websites and apps operate smoothly, efficiently, and

securely.
Personalization: To tailor products and services to your specific needs.

Legal Compliance: To comply with laws, court orders, or government regulations (both in Thailand

and abroad) and to prevent crime or fraud.
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13. Business Transfers: In the event of a merger, sale, or restructuring, your data may be disclosed to

the transacting parties.

14. Protection of Interests: To safeguard the Company’s rights/property, handle IP claims, and use

CCTV for security within Company premises.
15. Fraud Detection: To verify identity and comply with Anti-Money Laundering (AML) regulations.
16. Life Interests: To prevent or suppress danger to a person's life, body, or health.

Note: Failure to provide necessary data may result in the Company being unable to fulfill the

contract or provide services.
3. Disclosure or Transfer of Personal Data
We may disclose your data to third parties for the purposes mentioned above, including:

1. Service Providers: IT developers, logistics providers, data analysts, marketing agencies, cloud

storage providers, and payment processors.
2. Business Partners: Banking, finance, insurance, and loyalty program partners.

3. Government/Legal Authorities: Government agencies, law enforcement, courts, or regulators

when required by law or to protect rights.
4. Assignees: In the event of business restructuring or acquisition.
4. International Data Transfers

Your data may be transferred to service providers abroad where data protection standards may
differ from Thailand. We will implement measures to ensure an adequate level of protection as

required by law.
5. Data Retention Periods

1. New Customer Registration: Retained while you are a customer and for 5 years after the

relationship ends.

2. Sales/Service/Maintenance Contracts: Retained for the duration of the contract and for 5 years

after the contract ends or service ceases.
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3. Legal Disputes/Litigation: Retained for at least 10 years after the final judgment or resolution of

the dispute.
After these periods, the data will be deleted, destroyed, or anonymized.
6. Rights of the Data Subject
Under the PDPA, you have the following rights:
1. Right to Withdraw Consent: At any time (unless limited by law or contract).
2. Right to Access: To request a copy of your personal data.
3. Right to Rectification: To ensure your data is accurate and up-to-date.

4. Right to Erasure: To request deletion or anonymization when there is no longer a legal basis for

storage.
5. Right to Object: To object to processing for legitimate interests or direct marketing.
6. Right to Restrict Processing: To temporarily suspend the use of your data.

7. Right to Data Portability: To receive your data in an electronic format and transfer it to another

controller.

8. Right to Lodge a Complaint: To the Personal Data Protection Committee if the Company violates

the law.
Requests will be processed within 30 days. We may ask for identity verification for security.
7. Security Measures

The Company maintains appropriate security measures in accordance with international standards
and the PDPA. This includes physical and electronic access controls to prevent unauthorized
access, loss, or misuse. We also supervise third-party processors to ensure they comply with our

instructions.
8. Contact Us

For questions, complaints, or to exercise your rights, please contact our Data Protection Officer

(DPO):
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MASSTEC LINK Public Company Limited 74 Soi Nak Niwat 48, Nak Niwat Road, Lat Phrao, Bangkok
10230 Phone: (+66) 02-9421433 Fax: (+66) 02-9420904 Email: dpo@massteclink.co.th



